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Careers in Cybersecurity: Learn More

or Get Involved!

Town of Wareham

From the office of Information Technoloqgy

Technology is expanding its reach over our daily lives and is becoming increasingly necessary
in modern society. While change can be daunting, it brings new opportunities that did not exist
when we were much younger, or even just a few years ago. This opens the door for new and
exciting (not to mention realistic) careers we can chase, like cybersecurity.

Twenty years ago, society and the media focused on the Y2K bug and ensuring computers
would survive the transition from 12/31/1999 to 1/1/2000. Currently, technology headlines are
dominated by breaches and ransomware attacks, directly impacting people everywhere. It is
evident that the cybersecurity field needs capable professionals now more than ever.

You may be interested in becoming one of those people, or know a student or colleague that
may have interest in this discipline. Let’s explore transitioning into the cybersecurity field, what
skills are needed, and what career pathways are available.

Consider the skills and talents you use every day. Aside from technical abilities, many skills that
transfer into the field of cybersecurity may surprise you. Communication and writing skills lend
to effectively conveying the risk to all levels of an organization. The ability to analyze data gives
an advantage when defining metrics. Attention to detail helps when analyzing legislation or
conducting digital forensics. See below for more examples of skills:

Soft Skills Soft Skills
for Management Positions for Non-Management Positions
e Strong leadership skills ¢ Ability to think outside e Interestin
e Strategic thinker the box cybersecurity/hacking
e Long-term planning e Ability to work in ateam e Communications
e Good oral and written ¢ Analytical thinking e Problem solving
communications e Attention to detail
e Creative problem solving e Capable of handling
e Capable of handling stress stress
e Ability to multitask e Creativity
¢ Ability to delegate e Curiosity
e Flexibility



As the field of cybersecurity continues to explode, more and more positions and pathways are
created. It is important to note that cybersecurity can be broken into two distinct focus areas:
security management and security operations. Management focuses on policies, procedures,
education initiatives, and the governance around all elements of a security program. Operations
on the other hand, focuses more on the technical side of security such as device management,
penetration testing, event monitoring, etc. While considering your path, think about which option
appeals to you more. The NICE framework is a great career pathing guide as it standardizes
career paths and job titles and provides lists of core competencies and skills.

The Cyber Seek careers site provides a place to consider job paths, while also looking at
current openings around the United States.

As you explore the above resources and career paths, take a look into the resources below on
professional development and training as well:

Federal Virtual Training Environment (FedVTE) — 800+ hours of no-cost cyber training for
employees of State, Local, Tribal, and Territorial governments and US veterans.

SANS Institute — Offers paid professional development and certification courses and more
NSA Centers of Academic Excellence — Identified and certified institutions of education
recommended for study in cybersecurity

Although cybersecurity was not as common or distinct of a career path in the distant past, we
are seeing it more prominently represented as an option in education. The need to introduce
children to cybersecurity at a young age becomes critical to help fill the skills gap in the field.
See these examples below that can be shared with any young future cyber professionals you
may know!

CyberPatriot — For middle school students to learn cybersecurity in team events
Girl Scouts and HPE Cybersecurity Game — For Girl Scouts aged 9-11 to learn cybersecurity
SANS CyberStart — For High School students to learn cybersecurity through challenges/games

These initiatives are gaining interest and are ensuring that kids can envision becoming a
cybersecurity forensic investigator, a white hat hacker, or one of the most in demand security
consultants in the country.
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The information provided in the MS-ISAC Monthly Security Tips Newsletter is intended to increase the security awareness of an organization's
end users and to help them behave in a more secure manner within their work environment. While some of the tips may relate to maintaining
a home computer, the increased awareness is intended to help improve the organization's overall cyber security posture. This is especially
critical if employees access their work network from their home computer. Organizations have permission and are encouraged to brand and

redistribute this newsletter in whole for educational, nhon-commercial purposes.

Disclaimer: These links are provided because they have information that may be useful. The Center for Internet Security (CIS) does not warrant
the accuracy of any information contained in the links and neither endorses nor intends to promote the advertising of the resources listed
herein. The opinions and statements contained in such resources are those of the author(s) and do not necessarily represent the opinions of

CIs.


https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework
https://www.cyberseek.org/pathway.html
https://niccs.us-cert.gov/training/federal-virtual-training-environment-fedvte
https://www.sans.org/
https://www.nsa.gov/resources/students-educators/centers-academic-excellence/
https://www.uscyberpatriot.org/
http://www.gscnc.org/en/council/news/2019/girl_scouts_nation_s.html
https://www.sans.org/CyberStartUS

